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1. Welcome

On behalf of Vermo2 Green Mountain Care Boa(@MCB, welcome to the Vermont Healthate
Uniform Reporting & Evaluation SystgiHCURBSI K S sall-gayeiSc@ims databagé\PCD)
VHCURES acomprehensive, longitudinal, muitiayer data set providing unprecedented research and
policy opportunities for improving the state's health care delivery system.

Vermontlaw (Act 79 of 2013Section 40Regulation F2008-01) requiresthe GMCRBo collect data on
Vermont residentsrbm commercial health insureend Vermont's Medicaid progrartiiThe VHCURES
program previously was managed by tiermont Department of Banking, Insurance, Securities &
Heath Care Administration (BISHCA), which subsequently became the Department ofdfinanc
Regulation (DFR).

For the purposes of VHCURES data collection, the definitidreafth insurers includes thirdparty
administrators (TPAs), pharmacy benefit managers (PBMs), hospitals and health systems, administrators
of selfinsured or publiclynsured health benefits plans, and any other similar entity with claims data,
eligibility data, provider files and other information relating to health care provided to Vermont

residents.

How can you help? By providing accurate and complete data that helps paint the picture of the current
state of healthcare delivery and utilization. How can we help? By safely and senteghatingand
enrichingthis data and supplying it to the staterftollow-on analytics and research.

Your organization will play a critical part in creating this important resource, providing the foundational
data needed to enhance understanding of the use, cost, quality, and delivery of healthcare across
Vermont Wele glad yo@e part of this exciting initiative and we®e here to help.

We@e Onpoint Health Data, the Sta®econtracted vendofor data intake, cleansing, consolidaticamd
extract WeQe been doing this work for more than 15 years, helping launahiple statewide APCDs
from Maine to MinnesotaWe®@e a nonprofit company committed to a singular mission: advancing
informed decision making by providing independent and reliable health data services.

Wedl work closely with you to helpnderstand Vermoid Qubmission requirements and how to meet
them as efficiently as possibl€hismanualis the place to start. On the following pages, @/eutline the
process from start to finish, walking you through each step of working @ithoint CDMClaims Data
Manager) our data integration solution for commercial, Medicaid, and Mediddes alike.

Fornew submitters this is the place to familiarize yourself with the ins and outs of data sdionis,
including information on howlata fields should be preparetiow to protect andransmitdata for
VHCURE@nd who to contactvhen questions ariseForsubmitters already familiar with Onpointhese
pages may provide a helpful refresher on coding specificatodsprogram milestone$Vhether new
or veteran, welcome! Wee glad to have you on board.

(‘f;’ Onpoint Health Data# Data Submission Guide for the &mont Health Care Uniform Reporting &valuation System(Version 2.1) 1


http://gmcboard.vermont.gov/
http://gmcboard.vermont.gov/vhcures
http://www.leg.state.vt.us/DOCS/2014/ACTS/ACT079.PDF
http://gmcboard.vermont.gov/sites/gmcboard/files/REG_H-2008-01.pdf
http://www.onpointcdm.org/

2. Introductions & Contact Information

7~ VERMONT About the Green Mountain Care Board

GREEN MOUNTAIN CARE BOARD

The GMCB was @ated by tre Vermont Legislature in 2011t.is an
independent group of five Vermonters who, with their staff, are charged wi
ensuring that changes in the health system improve quality while stabilizin
costs. All five members of the GMCB have been notathhy a broaebased
committee and appointed by Governor Peter Shumlin.

The Legislature assigned the GMCB three main responsibilities: regulation
innovation, and evaluation. The GMCB regulates not only health insurance
rates, but also hospital budgetsxd major hospital expenditures. The Board
also innovates, testing new ways to pay for and deliver hezdte as part of its
role in building a new system. Finally, the board evaluates innovation proje
proposals for what benefits should be includedirS Ny 2 y 1 Qa y S ¢
system, proposals for funding the new system, and the effect of the new
aeais8Sy 2y +#SN¥2yiQa SO2y2Yéad ¢KS
from Vermonters and continues to travel around the state to listen to

NB a A Risfiors; ifeas, and concerns.

Learn more by visitinthe GMCB onlineggmcboard.vermont.qov

How to Reach the GMCB

TheGreen Mountain Care Boasgtrves as the primary state agency responditmé/HCURES
administration For questions aboutlevantstatutory regulations and other issues under the S&te
purview, including submission compliance, please use the contact information below.

gmcb.vhcures@state.vt.us

gmcboard.vermont.gov/vhcures

Green Mountain Care Board

Attn: VHCURES Program

89 Main Street, Third Floor, City Center
Montpelier, Vermont 05620
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§% ONPOINT
Health Data

About Onpoint Health Data

Onpoint Health Data is S NJY 2cyhira@tédvendorfor data collection,
cleansing, validationintegration, consolidation, and analytic extract
construction.We are a Maindased independent, nonprofit organization
formed in 1976 by key stakeholddrem the state€®@ healthcare community. We
are a fullservice health data organization with two primary divisiceta
management and@dnalyticservices. Oudata management teant data intake
specialists, data architects, and systems and data analystdlect and
integratedata fromcommercial and publipayers, helping them meetur
clientguality thresholds. Onpoi@ analytics teant additional systems
analysts, quality assurance stdfgalth data analystd)ealth services
researchers, and senior gsultantst put the data to use through customized
analysisandreporting, non-claimsdata linkage, and Business Intelligence too

Learn more by visiting us onlineww.onpointhealthdata.org

Meeting therequirements ofAPCD reporting can seem sometimes like a complicated process. Onpoint
is here to help. Our intake staff are trained, experiahcand ready to work with yauf you have a
guestion, wdl help find the answer.

How to Reach Onpoint

Onpoint@ data intake specialists are available to answer your questegegding the mechanics of
APCD collection, use of Onpdihashing and submission tools, and technical issues regarding the
population, intent, or contents of submitted fidsd. We can be reached using the information below.

207-6232555 800amc¢ 4:30pm (Eastern)

vt-support@onpointhealthdata.org

www.onpointhealthdata.org

Onpoint Health Data

Attn: VHCURE@&take Specialist
254 Commercial Street, Suite 257
Portland, ME 04101
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3. General Submission Requirement s

Who Must Register ?

Vermont StateRegulation 200801 requires all covered health insurers and related parties to register
with the statein support of the VermonHealth Care Uniform Reporting & Evaluatigist8m
(VHCURES)npoint facilitates this registration (and annualmagistration) process on behalf of the
Green Mountain Care Board, which assumed control of VHCURES from the Vermont Department of
Financial Regulation (known formerly as the Departnar@anking, Insurance, Securities and Health
Care Administration, or BISHCA)

Regulation 200801 requires covered parties to submit healthcare eligibility and claims data for

aggregation, analysis, and reporting usifgfCUREBS ¢ KA OK ¢l & Saidl 6f AaKSR I a
FYR AYLINR@GAY3I KSIFfiGdK OF NB Thc@anda® YoversDotdny Mddlerg, 06 ¢ A Yy
also thirdparty administrators (TPAs) aptiarmacy benefit managers (PBMs) that cover Vermont

residents or services rendered within the State. As notd@dgulation F200801:

Mandated Reporters shall submit to BISHCA or its designee
health care claims data for all members who are Vermont
residents . . . who received covered services provided by
Vermont health care providers or facilities in accordance with
the requirements of this section. Each Mandated Reporter is
also responsible for the submission of all health care claims
processed byany subcontractor on its behalf unless such
subcontractor is already submitting the identical data as a
Mandated Reporter in its own right. The health care claims data
submitted shall include, where applicable, a member eligibility
file containing record associated with each of the claims files
reported: a medical claims file and a pharmacy claims file. Th~
data submitted shall also include supporting definition files fo
payer specific provider specialty taxonomy codes and procedure
and/or diagnosis coeks.

Syadz2NE GKIG GKS {GFdSQa NBO2NRa NB (SLIW Ooc
that require you to file an updated registration throughout the ygacludingany
changes to your currently filed contact information.

f Mandatory registratiort and reregistrationt is due each year byecember 310
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WhoMust! AOOAT 1 U 30AIE® $A0OA 8 Q 7EAI

As notedabovee | £ f KSFfOGK LIy O2YLI} yASa& ReghldationdD08Dly R t . a &
must register with Onpoint each year. Howeyrot all parties must actually submit data for VHCURES.

Those plans with fewer than 200 members must register, but are not required to submit data. Those

with 200 or more members must both register and submit data according téotlmving schedules:

Planswith 2,000 or more members must submit monthiable }, while those with 501,999

members must submit quarterif&ble 2, and those with 20499 members must submit annually

(Table 3. Note that plans with 201,999 members may also submit omare-frequent

monthly/quarterly schedule if preferredFor full rules and requirements, please reviBegulation H

200801.)

Table 1.Monthly Reporting Schedul@®,000 Members)

Calendar Month Submission by . . .

January February 28 (February 29 on leap years)
February March 31

March April 30

April May 31

May June 30

June July 31

July August 31

August September 30

September October 31

October November 30

November December 31

December January 31 of the next calendar year

Table 2.Quarterly Reporting Schedu{00;1,999 Members)

Calendar Quarter Submission by . . .

Q1: January & March 31 April 30

Q2: April 1¢ June 30 July 31

Q3: July X September 30 October 31

Q4:Octoberl ¢ December 31 January 31 of the next calendar year

Table 3. AnnualReporting Schedul@00;499 Members)

Eligibility & Paid Claims Dates Submission by . . .

April1 (of the preceding year)March 31 (of the current year) April 30

To satisfy the first step af S NJY 2 y (i Refiufatiotl ER@D&O1, submitters first must register with

Onpoint, supplying all required information. (Note that if you already subaté tb Onpoint for

anotherOf ASy iz @2dz adAff ySSR (2 NBIAZGSNI F2NJ +SN¥2yi
extend your autlorizations appropriately, enabling you to use your existing logon for VHCigRES®:S)
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Information included on the standard registration form includes:

1 Company address(es)

7 Number of covered lives

1 Adjustmentreporting methodology

1 Contacts for questions garding eligibility, medical claims, pharmacy claims, and compliance

To get started, please visitww.onpointcdm.org 'y R Of A0] GKS bwS3IAadSNbp £ A\
menu (seeFigure J.

Figurelhy L2 AYy(G /5aQa tdzofAO 12YS tF3S
PV

SEARCH | LOQ-IN | REGISTER

@9 ONPOINTCOM

Claims Data Manager

CLIENTS - ABOUT - SUPPORT - HNEWSLETTERS -+ CONTACT

The SECURE solution for data submissions.

HMOs and H5As, Medicare and Medicaid, hospital fees and insurance rates — the
healthcare world is awash in data. Managing that supply — and making sense of it —

is no small task. Fortunately, there's a solution: Onpoint CDM (Claims Data Manager).

It's been doing the job since 2003, providing customized databases for clients of all
sizes. Flexible, secure, and scalable, it's designed to handle any amount of data,
putting it together and then pulling it apart so clients can find deficiencies,

efficiencies, trends, and trouble spots.
Built and backed by staff at the nonprofit, nonpartisan Onpoint Health Data, Onpoint
CDM is designed with one goal in mind: helping the healthcare community by

providing reliable data and accurate analysis.

Onpoint COM is more than just a database. It's a data solution.
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bSEGI &A Wedhohe aBRNBOGGKS f AaiaavbIDa & SALAE Xtk 2 Gt 5 O
will direct you tothe online registration form.
Figure2h y L2 Ay G / 5aQ&d wSIAAGNrdGA2y [l dzyOK t I 3S

I
T LOG-OUT | HOME

@9 ONPOINTCOM

Claims Data Manager

Onpoint Claims Data Manager Registration

Ple lect a client.

' FGSNI NBIAAGNI GA2y> SIFEOK 2F @2dzNJ 2 NBiththdirl A2y Qa A
assigned login and password. Each contact will receive a copy of all Onpoint CDM emails. Contacts who

wish to receive email regarding only a subset of topics (e.g., compliance, newsletters, etc.) must send an
email specifying their preferencés vt-support@onpointhealthdata.ortp restrict their email

distribution.

Please remember thahandatory reregistration is due each year prior Recember 310
ensure that the Stat@ records are kept currenBlease contact the Green Mountain Care Board

or Onpoin@® intake specialists for further details or clarification regarding registration
requirements.
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4. Getting Oriented at Onpoint CDM

Data collection and validation fMHCURESubmissionssLISNF 2 NY SR 0@ hy LR Ay (G Qa & dz
integration and processing services, Onpoint CDM (Claims Data Manager). Onpoint CDM begins with
submitterregistration and ends with processed, standardized data. In between, it spans a series of

coY L AOFGSR adSLla GKIFIG AyOfdzZRS YIFLIWAY3I adzoYAGGISNAQ
extensive library of data quality validations, tuning acceptance thresholds, validating intake, verifying

guality, mapping identifiers, compiling records, arahsolidating the resulting data into an accurate
resource for followr y NBaA S| NOK FyR 2yfAyS NBLR2NIAYy3Id ¢ KNRJIAK
interfacet www.onpointcdm.orgt serves as a resource for data reporters and clients akgoint

CDM begins with payer registration and ends with processed, standardized data.

Options at the Public Level

Onpoint CDMR public zon®ffers quick access to publicly available referemagerials,maintenance
announcementsanswers tdrequently asked questiongnd links to relevant state agencies and
resources (se€igure3).h y LI2 Ay i / 5a Q& & SaDbeXatinther®g 2 NJ 1 / ! w9 {

Figure 3. Onpoint CDM Options? Public Zone
v

SEARCH | LOG-IN | REGISTER

@9 ONPOINTCOM

Claims Data Manager

+ ABOUT + SUPPORT + NEWSLETTERS -

..... Links to official state regulations, important announcements regarding VHCURES, fi

: Vermont

DT L to use for administrative purposé€e.g., requesting a variance)
Documents R ] R ) A A 3
[ e | VASSNE (2 a2YS 2F GKS Y2NB O2vvay jd
) states as well as advice regarding stapecific nuances of VHCURES
. Related Sites V
RETTEEHE © T Links to the GMCB, state agencies, and other resources related to \BSCUR

Email addresses and phone numbers to get in touch with On@adimiake staff
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Options at the Secure Level

Credentialed users can log in to Onpoint CDM anytime to monitor the status of their submissions,
including upto-date reporting on stage, status, reasons for file failure, and resubmission deadlines.
Gaining access begins at the Onpoint CDM home pagelySifigk theLOGIN2 LJG A 2y FTNRBY G(KS
upperright corner. Next, enter your Onpokhatssigned Logon ID and Password, seYﬁRMONTrom

the drop-down list of clients, and click theDG ONbutton (Figured). .

Figure 4. Onpoint CDM Option® Logging in to the Secure Zone

r

D |

LOG-OUT | HOME

@9 ONPOINTCOM

Claims Data Manager

Logon ID: Credentialed User
Password: eeesssssscssese
Client:

| Vermont E] l.—
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data(seeFigure 5.

5 éhOuipNitfes d dantydiof optns to Kefp yduS ¥ (i
2 R |
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w»
Q¢
QX
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y
Figure 5. Onpoint CDM Option® SecureZone

LOG-OUT | HOME

@9 ONPOINTCOM

Claims Data Manager

.............. The fastest way to get back to the Onpoint CDM (secure) landing pag

: Secure Home

cautoUploader - Lt [ AV 1 & (2 hinftiafedAayitdntated wiisa Wity and manual

: Manual Hashing & upload tools
Upload
Doieete Hollary T A quickway to indicate that your plan has no data to report
r I
# REAOITSS ot .- A catalog of reporting tools based on your established permissions

: Reference Library

o Sample test files and other resources that have proven helpful in qrier
(or refreshing) submitters about the specifics of theif AP Qa NI |]

Supporting Submitters

NELI2NIa GKFEG KSE LI

hyLRAYGQE RIFEGE Aydr1S adrTF 6Att 62N] KIyR Ay Kly

VermonQad SadlofAaAKSR RFEGF flFeé&2dziaz ljdzr £ Ade@ y
proceaa ® 2SS R2y Qi aAvyLi e FlLAf | adzomYAaairzy |y
instead, we will help you find the solutions that both you and @ dCBnheed to obtain highguality
data. Our ultimate goal is to arrive at a solution that isog#fit and programmable for participating
plans while not compromising the tgliness and high quality of VHCURE® its important followon
analytics.

m( m(

Onpoint CDM includes automated alerts and handssupportt on the phone, by email, via webinar
tools,etc.1 to help resolve any issues as soon as they arise. We tackle these issues through two key
tools: submission tracking and status updates.
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Submission & Status Tracking

Throughout the entire data flow, Onpoint CDM monitors each submission from sthnight and

enables submitters to do the same. Onpoint CDM provides authorized data reporters with a series of

GNF O1Ay3a (22ftazx AyOfdRAY3I Iy dzLRFGSR 23 2F SI OK
reports.

When your submission passes all phasesr at any failure prior to final review Onpoint CDM will

send you an email alert. Submissions that fail any threshold check trigger agengeoated failure

notice, which is created instantly at the time of faduand refers submitters to an online report
R2OdzYSyidAy3a GKS FILAfdz2NEP {dzoYAaaArzya OGKFG FFEAE |
intake team, who notify the submitter, identify the data problem, provide examples of the records

failing the check, and enumerate the necessary next steps. For more complex problems, intake staff also
work with plans to suggest the probable cause and identify possible fixes. This process generally takes
less than 48 hours following file processing. $able 4below for a summary of common stage and

status categories.

All failure notices alert submitters to any required resubmission and include details regarding the data
type, data period, and due date. Resubmission due dates areetldmk Onpoint CDM, which captures
sufficient information to identify the submitter, the submission, the date due, the date received, the
date entered, the submission stage, the submission status, and any additional comments, allowing our
intake staff to tack and report on any needed resubmissions.

Table 4. Data Stage & Status @zgories

Stage Status Description Typical Followdp Action Required

PRELIM REJECTE File has been rejected in the preliminary stage since a preced Reaon for resubmission required
version has been extracted

PRELIM | FAIL File has failed the preliminary stage for not meeting field Resubmission required
requirements

LOAD FAIL File has failed the load stage for not meeting the default Resubmission arequest for a
threshold on particular fields waiver to the threshold required

DELETE DONE File has been replaced and deleted None

DQ FAIL File has failed the data quality validations Resubmission required

DQ HOLD File has some questionable data quality validations that are fa Resubmission or explanation

required

DQ REVIEW File has entered data quality review al ydzttf NBOBASS o

DQ PASS File has passed the data quality validations None

REPLACE FAIL Failed file has been replaced None

REPLACE PASS Passed fildas been replaced None

TRANSMI" INHOUSE File has been received in house and is in the queue for proces None

(‘f;’ Onpoint Health Data# Data Submission Guide for the &mont Health Care Uniform Reporting &valuation System(Version 2.1) 11



Requesting a Variance from the State & Standards

Throughout the course of capturingHCURESata, it may be necessary to make exceptions to the
State® mandated data thresholds most commonly when a pay@rsystem does not collect a required
element or has special considerations based on the populatiahttiey serve. When these situations
arise, Onpoint CDMnablesthe state to authorizepayerspecific overrides and variancésproved
variances have a builh expiration date, requiring payers to reapply and justify any continuing
exception on a regular basis.
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5. Sending & Receiving Data

Setting Up for Secure Transfers

Onpoint@ data collection system ensures that direct member identifiers remaduret both at rest

and in motiont through the use of a federally recommended hashing algorithm. This hashing is not
performed by Onpoint; irtead, it is performed locally by health plans. Using On@isystemall fields
ALISOATASR |a &S yRadRtlofiiF80RE01 akeyhashe Supan prgparatian for
submission, remain solely within the health p@&platform, and are neither transmitted nor received by
Onpoint.

For VHCURERabIeS identifies the fields thawill be rendered dedentified through norareversible
hashing pior to transmission to Onpoint.

Table 5. VHCURE&EIements to beHashed Prior to Submission to Onpoint

File Number Common Name

Eligibility MEO008 Subscriber Unique Identification Number (Social Security Number)
Eligibility MEO009 PlanSpecific Contradilumber

Eligibility MEO11 Member Identification Code (Social Security Number)

Eligibility ME101 Subscriber Last Name

Eligibility ME102 Subscriber First Name

Eligibility ME103 Subscriber Middle Initial

Eligibility ME104 Member Last Name

Eligibility ME105 Member First Name

Eligibility ME106 Member Middle Initial

Medical Claims MCO007 Subscriber Unique Identification Number (Social Security Number)
Medical Claims MCO008 PlanSpecific Contract Number

Medical Claims MCO010 Member Identification CodéSocial Security Number)

Medical Claims MC101 Subscriber Last Name

Medical Claims MC102 Subscriber First Name

Medical Claims MC103 Subscriber Middle Initial

Medical Claims MC104 Member Last Name

Medical Claims MC105 Member First Name

Medical Claims MC106 Member Middle Initial

Pharmacy Claims PC007 Subscriber Unique Identification Number (Social Security Number)
Pharmacy Claims PCO008 PlanSpecific Contract Number

Pharmacy Claims PC010 Member Identification Code (Social Security Number)
PharmacyClaims PC101 Subscriber Last Name

Pharmacy Claims PC102 Subscriber First Name

(f’ Onpoint Health Data# Data Submission Guide for the &mont Health Care Uniform Reporting &valuation System(Version 2.1) 13
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File Number Common Name

Pharmacy Claims PC103 Subscriber Middle Initial
Pharmacy Claims PC104 Member Last Name
Pharmacy Claims PC105 Member First Name
Pharmacy Claims PC106 Member Middle Initial

All data submitted to Onpoint CDM are processed first by our hastidgiploadapplicationswhich
safeguard electroni®llboth at rest (within applications at the point of capture) andrnotion (during
transmission from payers to Onpoint using HTARESSL protocols). These applicatialss provide
preliminary validation of the data being submitted, zip the file for more efficient transmission, and
rename the file according to normalizing conventions.

Onpoint CDM also features success verificatind viewable logs to provide reassurance to carriers and
clients alike Qur softwareadditionallyvalidates the contents of submissions at a very high level,
providing a preliminary safeguard against critical flaws.

Files that fail any of the following ebks are rejected prior to completing the hashing process:
1. The file contains one header record and one trailer record, both of which are formatted
correctly
The correct number of fields appears in each record
The number of data records matches the counthie header record
The data type is valid
The length and format of submitted Social Security numbers are valid

9F OK FTAESQa fI ai NReRrlRpebis pdpalStgdicorréclydis. dMEfor F y
eligibility, MC for medicatlaims, PC for pharacy claim}

o o M w N

7. For eligibility data, the year and month of eligibility are within the period beginning and period
ending values cited in the header record

8. For claims data, the date approved for payment is within the period beginning and period
ending valuesited in the header record

After hashing, a ZIP file is created following Onpoint Q#ming conventions. If the user renames the
ZIP file before submission, the submission will be rejedd@dexample of Onpoint CO®lhashing name
convention is includedelow inFigure6:
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Figure 6. Naming Convention for Zipped, Hdsed Files

Raw file name

supplied by the submiter ~~~ V _MEDICAL_201301.TXT

ZIP file name

following one-way hashing M C/\/TV-D P@-S_ZO].SO 1001 . ZI P

A
- I

Indicatesthe first year and Indicates
Indicatesthe Indicatesthe state for Indicatesthe month for which data is beinc the number
type of file; in  which the data is bein¢ administrative code submitted, using a format of  of load
this case, a  submitted; in this case  assigned tothe  YYYYMM; in this case, Janue attempts

medical claim Vermont submitter by Onpoint 2013 for this file
Q@ Q@ Q@ Q@ @
MC VT VIDP@5 201301 001

Providing hashing software that is run bysalbmitters ensures that all identifiers are hashed
consistently and without exception. Since this hashing is done at the @rsitx, the cardr can verify
easily that all Pprocessed byhe hashing software have been removed and replaced with an
unrecognizable, hashed 12$haracter field.

The time from receipt of the data by Onpoint CDM to notification of success or failure (due to quality
checks)Yependson a number of variables, including system load, file size, data type. Submissions of
fewer than one million records generally will be processed within one to two hours. The average
processing time for a sixillion record medical file is six hours. In general, submitters should expect an
email regarding their submission within 24 hours of receipt.

Upon receipt, data submissions are unzipped and inspected for quality and compliance with submission
requirements. Onpoint CDM includes complex and customizable programming thaafies data

quality edits and thresholds to ensure that collected dateetse: S NJY 2rgééaiineeds. Onpoint

staff will continue to work wittthe Green Mountain Care Boata set these thresholds and then with
reporters to make sure that they can meet them. Onpoint CDM currently employs a library of more than
500 distinct dad quality edits that vet submissions for anomalies and errors before they can make their
way into the data warehouse.

Step 1: Verifying the Presence of Java Runtime Environment (JRE)

lEf 2F hyLRAYG /5aQa KFakKAy3 | wapplicdibdftt@tiassistelatithef A G A S &
execution of the SHA12 hashing algorithmecessary to dédentify any personally identifiable

information (PI) on incoming submissions. Before you can use any of our submission tools, you will need

G2 OSNATFe GKIFIG @2dzNJ a2aidSY KIF& hNYOft SQa W JF wdzyi
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Perhaps the easiest way to do this is to install the AutoUploas# lpelovy and try to submit a test file.
If you have JRE installed, the application will first prepare the Java environment on your computer and
then install. Two notes about this process:

1. If you have Java installelbyt are questioning whether it is JRE, Oracle notes that Java Runtime
Environment goes by many names, including Java Runtime, Runtime, Java Virtual Machine,
Virtual Machine, Java VM, Java piogJava adebn, and Java download.

2. It may appear that the inatler is done, but nothing happens; do not be alarmed. This step
az2yYSiAaySa Gl11Sa ¢ ¥FS¢ YAydziSao LF (KAa KIFLWLISya
Start button has appeared and if a Java warning message is there. Cliektghis point wil
allow you to proceed with hashing, but you will receive the same prompt each time you run the
hashing software. ClickingOwill not install the hashing software. By clickihgWAY Syou will
be able to proceed with hashing and will not be prompted again

If you are prompted to choose an application to launch tlashing applicationyou most likely do not
KIS ww9 AyadlffSRed Ly dGdKFdG OFasSz LX SFrasS @rairid hN
http://java.com/en/download/index.jsp

Step 2: Choosing Your Upload Option

Onpoint offers carriers two options for securely submitting their daté&utoUploader and a webased
utility that requires manual operation. Both options utilize our emay hashing algorithms to eliminate
the possibility of eP re-identification or recovery.

¢tKS G22ft Y2ai LINBFSNNBR o0& 2dzNJ adzoYAGGOSNER Aa hyLR
accepting unencrypted text files from a designated local directorynaodng them through a series of
gueues that hash, zip, and upload them. Key features include:

1  Easy installationThe utility, which is compatible with Windows, Linux, and UNIX, is distributed
as an executable file that runs as a sslftained console/degkp application.

17 Robust scopeAny number of files for any number of clients may be queued as long as the data
requires hashing prior to submission.

1 Customizable configurationThe AutoUploader allows each user to tailor their alerts for
efficient usage.

1 Durablesessiond Ay OS (GKS dziAfAdGe N¥zya SyGANBfe 2y GKS
session expiration to disrupt uploads midstream.

1 Viewable logsThe application provides a log viewer, allowing users to see key details and track
the status of their submissions.

1 Secureuploads. aSNEQ 2NRAIAYLIE FAES& NB ySOSNI aSSy oe@
viewable after being uploaded to Onpoint CDM.
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Upload Option 1: AutoUploader

To get started with AutoUploader, log in to Onpoint CDM andcséte AutoUploadedink from the

LI 3SQa f SHdure Y. 8lsode stiréd 6 ownload the latest instructions using theage link.

Figure 7. Onpoint CDM (Securey AutoUploader Page

Fa

@Y ONPOINTCOM

Claims Data Manager

"-rn LOG-OUT |

HOME

: Secure Home
: AutoUploader

: Manual Hashing &
Upload

: Indicate No Data For
Period

: Reports

: Reference Library

User Name:
Client:

[ Overview of the AutoUploader |

[ Instructions for Using the AutoUploader |

[ Download the AutoUploader |

About Onpoint CDM's AutoUploader

Onpoint CDM's AutoUploader is a desktop application designed to meet the needs of those
submitters seeking a simpler solution for handling multi-file uploads. The new utility requires a
quick download and initial setup, after which users can securely transfer multiple files for
multiple states to Onpoint CDM directly from their networks with simple drag-and-drop
functionality. (For those submitters who wish to fully automate the process, simply adjust your
file-generation script to point to the directory where the AutoUploader checks for ready files.)

The AutoUploader works by accepting un-hashed text files from a designated local directory and
moving them through a series of queues that hash, zip, and upload them with no file-by-file
action on the user's part. The utility also includes email notification for files that fail during
hashing and a log viewer for inspecting processing results.

Learn more or get started now by using the buttons above!

(Please note, if you're having trouble using the AutoUploader, please make sure that you have
Java installed and that your firewalls are not blocking access.)

Please direct all questions concerning the Onpoint CDM AutoUploader application to:
generalinfo@onpointcdm.org.
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Upload Option 2: Manual Hashing & Uploading

Onpoint highly recommends the use of our AutoUploader, but for those more comfortable using our
manual webbased hashing and upload utility, this is the place to s&tdrt by selecting the Manual
Hashing & Upload apA 2y FTNRY (KS aOige3y Qa STl YSydz 64aSS$8

Figure 8. Onpoint CDM (Secure» Manual Hashihg & UploadPage

PV

- LOG-OUT | HOME
Claims Data Manager
User Name:
: Secure Home Client:
: AutoUploader
: Manual Hashing & e
Upload Manual Hashing & Upload
« Indicate No Data For Onpoint highly recommends the use of our AutoUploader, which offers submitters the
Period convenience of a user interface designed to facilitate multiple submissions across file types (and
across state APCDs when applicable). For those more comfortable using our traditional
: Reports web-based hashing and upload utility, however, this is the place to start.

: Reference Library

Step 1. Execute the hashing application

All data uploaded to Onpoint must be screened first for data that requires de-identification
through hashing (e.g., names, Social Security numbers, etc.) to render it non-recoverable. If you
attempt to upload data without first running our hashing utility, your submission will be rejected
prior to transmission.

To begin, click the "Launch Hashing” button below to initiate the application. Doing so will
download a Java file -- encrypter.jnip —- to your computer, which should launch automatically. If
it doesn't, please open your downloads folder and double-click the file to launch (more detailed
instructions are available here ). (After hashing your submission, upload the output ZIP file by
selecting one of the options in Step 2 below.)

Launch Hashing

Step 2. Select your type of download
Upload a Single File
Upload Multiple Files

Please direct all questions concerning the Onpoint CDM Hashing application to:
generalinfo@onpointcdm.org
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Upload Option 2 (Part 1): Manually Hash Your Data

1. All data uploaded to Onpoint must undergoeening and hashing prevent Pl from being
transmitted to the APCD. To begalick theLAUNCH HASHIMGttondzy RSNJ 4 KS LI 3SQa
narrative.

2. Doing so will download a file ENCRYPTER.JNLf® your computer, whiclis designed to
launch automatically(If it doesnot launch due to local settingplease open your downloads
folder and a@uble-click the file to launch.)

3. In the hashing application, you will be required to select a target file to be screened and hashed.
To do so, click thEELECT FILE TO BEHibutton. (Nde that the manual upload utility
allows the selection of only a single file at a time; for expedited and batch processing, please use
the AutoUploader.)

CDM Encryption Utility

Select File to be Hashed ‘

Select Output Directory ‘

Hash File ’
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4. In the popup dialog box, locate the file within your local systéhen clickOPENYou can verify
the selected file by checking the path name to the right of the button.

B3 CDM Encryption Utility FEX

Select File to be Hashed l

Select Output Directory 1

Look In: |ﬁtest file |V‘ E

[} cl_eligibility_baseline.txt|

Hash File ‘

File Name: Icl_eIigibility_baseline.bcl

]

Files of Type: IAII Files

Open H Cancel .

5. Next, identify the desired location for the output file by clicking 8 &L.ECT OUTPUT DIREIT
and designating the desired location on your local system. This selection also wexifiee by
checking the path to the right of the button.

CDM Encryption Utility

Select File to be Hashed J C:\Documents and Settings'Desktop'test file' cl_eligibility_baseline.txt
Select Output Directory J C:\Documents and Settings'\Desktop'test file
HashFile |
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6. After verifying both the target file and the output location, click th&SH FILutton. The
application will process the file, display its progress, and output two files: (1) a compressed ZIP
file that contains your hashed data for submission and (2) azigmed copy of the TXT file for
rapid verification of successful hashing.

B3 CDM Encryption Utility EEX

Select File to be Hashed | C:\Documents and Settings\Desktop'test file' cl_eligibility_baseline.txt
Select Output Directory ‘ C:\Documents and Settings\Desktop'test file
Hash File |

-

10 records processed

File Processing Took 0:0:0

Compressing output file into zip file.

Encrypted file has been zipped: CADOCUMENTS AND SETTINGSITEST FILE/MECLCLDPCO1_200608001.ZIP
Zipping File Took 0:0:0

Total Encryption Processing Took 0:0:0

[l

[« T

<« i [*]
MName Size  Type

E] cl_eligibilty _baseline txt 3KB Text Document

fgj MECLCLDPCO1 _200608001 ZIP 8KB Compressed (zippe...

Ef] MECLCLDPCO1_200608001 .TXT 13KB Text Document

7. After this step, return to your web browser to begin the upload process.
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Upload Option 2 (Part 2): Manually Uploading Your File

1. The next step ofhe manual process requires you to designate whether you plan to upload a
single file or multiple files imsad. Do so by clicking the appropriate buttonder Step 2
(The following directions will discuss uploading a singlesiig; to thenext section e
if uploading multiple files.) &
r D

LOG-OUT | HOME *

Q
m ’
Q
ONPOINTCDM .
Q
3 Q
Claims Data Manager o
R
Q
2
C
Q
Q
Q
Q

User Name: ,'

: Secure Home Client: K
Q
: AutoUploader o
Q
Q
: Manual Hashing & 2 »
Upload Manual Hashing & Upload R
g
: Indicate No Data For Onpoint highly recommends the use of our AutoUploader, which offers submitters the ,*
Period convenience of a user interface designed to facilitate multipl: issi across filgtypes (and

across state APCDs when applicable). For those more comfortable using our tradmgﬁal

: Reports web-based hashing and upload utility, however, this is the place to start. .
Q
: Reference Library .,'
Q
Step 1. Execute the hashing application o

All data uploaded to Onpoint must be screened first for data that requ'w%s de-identification
through hashing (e.g., names, Social Security numbers, etc.) to rendw’lt non-recoverable. If you
attempt to upload data without first running our hashing utility, yqﬁ submission will be rejected

prior to transmission. .

To begin, click the "Launch Hashing” button below to initiate me application. Doing so will
download a Java file -- encrypter_jnip -- to your computer, & Mhich should launch automatically. If
it doesn't, please open your downloads folder and double-!llck the file to launch (more detailed
instructions are available here ). (After hashing your submssmn upload the output ZIP file by
selecting one of the options in Step 2 below.) :

Launch Hashing

Step 2. Select your type of download
Upload a Single File
Upload Multiple Files

Please direct all questions concerning the Onpoint CDM Hashing application to:
generalinfo@onpointcdm.org
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2. After clicking theUPLOAD A SINGLEBButton, desgnate the type of fila productionor test
T thatyouplantoupload{ A y OS Y2aild LI &@SNA KIZS SyidSNBR LINEF
the default selection ia productionfile. If in the testing phase, simply use the ciig@vn
option to change the file typg

3. Next,click theBROWSHButton to locate thefile within your local system that you plan to
upload. Do so by using théLE UPLOAgop-up dialog box and clickingPEN
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