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1. Welcome 

On behalf of VermontΩǎ Green Mountain Care Board (GMCB), welcome to the Vermont Health Care 
Uniform Reporting & Evaluation System (VHCURES), ǘƘŜ ǎǘŀǘŜΩs all-payer claims database (APCD). 
VHCURES is a comprehensive, longitudinal, multi-payer data set providing unprecedented research and 
policy opportunities for improving the state's health care delivery system.  

Vermont law (Act 79 of 2013, Section 40, Regulation H-2008-01) requires the GMCB to collect data on 
Vermont residents from commercial health insurers and Vermont's Medicaid program. (The VHCURES 
program previously was managed by the Vermont Department of Banking, Insurance, Securities & 
Health Care Administration (BISHCA), which subsequently became the Department of Financial 
Regulation (DFR).  
 
For the purposes of VHCURES data collection, the definition of άhealth insurersέ includes third-party 
administrators (TPAs), pharmacy benefit managers (PBMs), hospitals and health systems, administrators 
of self-insured or publicly insured health benefits plans, and any other similar entity with claims data, 
eligibility data, provider files and other information relating to health care provided to Vermont 
residents. 
 
How can you help? By providing accurate and complete data that helps paint the picture of the current 
state of healthcare delivery and utilization. How can we help? By safely and securely integrating and 
enriching this data and supplying it to the state for follow-on analytics and research. 
 
Your organization will play a critical part in creating this important resource, providing the foundational 
data needed to enhance understanding of the use, cost, quality, and delivery of healthcare across 
Vermont. WeΩre glad youΩre part of this exciting initiative τ and weΩre here to help. 
 
WeΩre Onpoint Health Data, the StateΩs contracted vendor for data intake, cleansing, consolidation, and 
extract. WeΩve been doing this work for more than 15 years, helping launch multiple statewide APCDs 
from Maine to Minnesota. WeΩre a nonprofit company committed to a singular mission: advancing 
informed decision making by providing independent and reliable health data services.  
 
WeΩll work closely with you to help understand VermonǘΩǎ submission requirements and how to meet 
them as efficiently as possible. This manual is the place to start. On the following pages, weΩll outline the 
process from start to finish, walking you through each step of working with Onpoint CDM (Claims Data 
Manager), our data integration solution for commercial, Medicaid, and Medicare files alike.  
 
For new submitters, this is the place to familiarize yourself with the ins and outs of data submissions, 
including information on how data fields should be prepared, how to protect and transmit data for 
VHCURES, and who to contact when questions arise. For submitters already familiar with Onpoint, these 
pages may provide a helpful refresher on coding specifications and program milestones. Whether new 
or veteran, welcome! WeΩre glad to have you on board.  

http://gmcboard.vermont.gov/
http://gmcboard.vermont.gov/vhcures
http://www.leg.state.vt.us/DOCS/2014/ACTS/ACT079.PDF
http://gmcboard.vermont.gov/sites/gmcboard/files/REG_H-2008-01.pdf
http://www.onpointcdm.org/
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2. Introductions & Contact Information  

 
About the Green Mountain Care Board  

The GMCB was created by the Vermont Legislature in 2011. It is an 
independent group of five Vermonters who, with their staff, are charged with 
ensuring that changes in the health system improve quality while stabilizing 
costs. All five members of the GMCB have been nominated by a broad-based 
committee and appointed by Governor Peter Shumlin.  
 
The Legislature assigned the GMCB three main responsibilities: regulation, 
innovation, and evaluation. The GMCB regulates not only health insurance 
rates, but also hospital budgets and major hospital expenditures. The Board 
also innovates, testing new ways to pay for and deliver health care as part of its 
role in building a new system. Finally, the board evaluates innovation projects, 
proposals for what benefits should be included in ±ŜǊƳƻƴǘΩǎ ƴŜǿ ƘŜŀƭǘƘ 
system, proposals for funding the new system, and the effect of the new 
ǎȅǎǘŜƳ ƻƴ ±ŜǊƳƻƴǘΩǎ ŜŎƻƴƻƳȅΦ ¢ƘŜ DǊŜŜƴ aƻǳƴǘŀƛƴ /ŀǊŜ .ƻŀǊŘ ǿŀƴǘǎ ǘƻ ƘŜŀǊ 
from Vermonters and continues to travel around the state to listen to 
ǊŜǎƛŘŜƴǘǎΩ questions, ideas, and concerns. 

 
Learn more by visiting the GMCB online: gmcboard.vermont.gov 

How to Reach the GMCB 

The Green Mountain Care Board serves as the primary state agency responsible for VHCURES 
administration. For questions about relevant statutory regulations and other issues under the StateΩs 
purview, including submission compliance, please use the contact information below. 

 

gmcb.vhcures@state.vt.us 

gmcboard.vermont.gov/vhcures 

Green Mountain Care Board 
Attn: VHCURES Program  

¶ 89 Main Street, Third Floor, City Center 
Montpelier, Vermont 05620 

 
 

http://gmcboard.vermont.gov/
mailto:gmcb.vhcures@state.vt.us
http://gmcboard.vermont.gov/vhcures
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About Onpoint Health Data  

Onpoint Health Data is ±ŜǊƳƻƴǘΩǎ contracted vendor for data collection, 
cleansing, validation, integration, consolidation, and analytic extract 
construction. We are a Maine-based independent, nonprofit organization 
formed in 1976 by key stakeholders from the stateΩs healthcare community. We 
are a full-service health data organization with two primary divisions: data 
management and analytic services. Our data management team τ data intake 
specialists, data architects, and systems and data analysts τ collect and 
integrate data from commercial and public payers, helping them meet our 
clientsΩ quality thresholds. OnpointΩs analytics team τ additional systems 
analysts, quality assurance staff, health data analysts, health services 
researchers, and senior consultants τ put the data to use through customized 
analysis and reporting, non-claims data linkage, and Business Intelligence tools. 
 
Learn more by visiting us online: www.onpointhealthdata.org 
 

 
 

Meeting the requirements of APCD reporting can seem sometimes like a complicated process. Onpoint 
is here to help. Our intake staff are trained, experienced, and ready to work with you. If you have a 
question, weΩll help find the answer.  
 

How to Reach Onpoint  

OnpointΩs data intake specialists are available to answer your questions regarding the mechanics of 
APCD collection, use of OnpointΩs hashing and submission tools, and technical issues regarding the 
population, intent, or contents of submitted fields. We can be reached using the information below. 

 

207-623-2555, 8:00am ς 4:30pm (Eastern) 

vt-support@onpointhealthdata.org 

www.onpointhealthdata.org  

Onpoint Health Data  
Attn: VHCURES Intake Specialist 
254 Commercial Street, Suite 257 
Portland, ME 04101 

 

  

http://www.onpointhealthdata.org/
mailto:vt-support@onpointhealthdata.org
http://www.onpointhealthdata.org/
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3. General Submission Requirement s 

Who Must Register ? 

Vermont State Regulation H-2008-01 requires all covered health insurers and related parties to register 
with the state in support of the Vermont Health Care Uniform Reporting & Evaluation System 
(VHCURES). Onpoint facilitates this registration (and annual re-registration) process on behalf of the 
Green Mountain Care Board, which assumed control of VHCURES from the Vermont Department of  
Financial Regulation (known formerly as the Department of Banking, Insurance, Securities and Health 
Care Administration, or BISHCA). 

Regulation H-2008-01 requires covered parties to submit healthcare eligibility and claims data for 
aggregation, analysis, and reporting using VHCURESΣ ǿƘƛŎƘ ǿŀǎ ŜǎǘŀōƭƛǎƘŜŘ ŀǎ ŀ άǊŜǎƻǳǊŎŜ ŦƻǊ ƳŜŀǎǳǊƛƴƎ 
ŀƴŘ ƛƳǇǊƻǾƛƴƎ ƘŜŀƭǘƘ ŎŀǊŜ ǎȅǎǘŜƳ ǇŜǊŦƻǊƳŀƴŎŜέ ƛƴ ǘƘŜ {ǘŀǘŜΦ This mandate covers not only insurers, but 
also third-party administrators (TPAs) and pharmacy benefit managers (PBMs) that cover Vermont 
residents or services rendered within the State. As noted in Regulation H-2008-01:  

 
 

Mandated Reporters shall submit to BISHCA or its designee 
health care claims data for all members who are Vermont 
residents . . . who received covered services provided by 
Vermont health care providers or facilities in accordance with 
the requirements of this section. Each Mandated Reporter is 
also responsible for the submission of all health care claims 
processed by any sub-contractor on its behalf unless such 
subcontractor is already submitting the identical data as a 
Mandated Reporter in its own right. The health care claims data 
submitted shall include, where applicable, a member eligibility 
file containing records associated with each of the claims files 
reported: a medical claims file and a pharmacy claims file. The 
data submitted shall also include supporting definition files for 
payer specific provider specialty taxonomy codes and procedure 
and/or diagnosis codes. 

 
 
 
Mandatory registration τ and re-registration τ is due each year by December 31 to 
ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ {ǘŀǘŜΩǎ ǊŜŎƻǊŘǎ ŀǊŜ ƪŜǇǘ ŎǳǊǊŜƴǘΦ bƻǘŜ ǘƘŀǘ ǘƘŜǊŜ ŀǊŜ ŀŘŘƛǘƛƻƴŀƭ ǘǊƛƎƎŜǊǎ 
that require you to file an updated registration throughout the year, including any 
changes to your currently filed contact information.  

 
 
 

http://gmcboard.vermont.gov/sites/gmcboard/files/REG_H-2008-01.pdf
http://gmcboard.vermont.gov/vhcures
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Who Must !ÃÔÕÁÌÌÙ 3ÕÂÍÉÔ $ÁÔÁ ȣ Ǫ 7ÈÅÎ? 

As noted aboveΣ ŀƭƭ ƘŜŀƭǘƘ Ǉƭŀƴ ŎƻƳǇŀƴƛŜǎΣ ¢t!ǎΣ ŀƴŘ t.aǎ ŎƻǾŜǊŜŘ ōȅ ±ŜǊƳƻƴǘΩǎ Regulation H-2008-01 
must register with Onpoint each year. However, not all parties must actually submit data for VHCURES. 
Those plans with fewer than 200 members must register, but are not required to submit data. Those 
with 200 or more members must both register and submit data according to the following schedules: 
Plans with 2,000 or more members must submit monthly (Table 1), while those with 500ς1,999 
members must submit quarterly (Table 2), and those with 200ς499 members must submit annually 
(Table 3). Note that plans with 200ς1,999 members may also submit on a more-frequent 
monthly/quarterly schedule if preferred. (For full rules and requirements, please review Regulation H-
2008-01.) 

Table 1. Monthly Reporting Schedule (җ2,000 Members) 

Calendar Month Submission by . . .  

January February 28 (February 29 on leap years) 

February March 31 

March April 30 

April May 31 

May June 30 

June July 31 

July August 31 

August September 30 

September October 31 

October November 30 

November December 31 

December January 31 of the next calendar year 

Table 2. Quarterly Reporting Schedule (500ς1,999 Members) 

Calendar Quarter Submission by . . .  

Q1: January 1 ς March 31 April 30 

Q2: April 1 ς June 30 July 31 

Q3: July 1 ς September 30 October 31 

Q4: October 1 ς December 31 January 31 of the next calendar year 

Table 3. Annual Reporting Schedule (200ς499 Members) 

Eligibility & Paid Claims Dates Submission by . . .  

April 1 (of the preceding year) ς March 31 (of the current year) April 30 

 

To satisfy the first step of ±ŜǊƳƻƴǘ {ǘŀǘŜΩǎ Regulation H-2008-01, submitters first must register with 
Onpoint, supplying all required information. (Note that if you already submit data to Onpoint for 
another ŎƭƛŜƴǘΣ ȅƻǳ ǎǘƛƭƭ ƴŜŜŘ ǘƻ ǊŜƎƛǎǘŜǊ ŦƻǊ ±ŜǊƳƻƴǘ ǎǳōƳƛǎǎƛƻƴǎΦ ¢ƻ ƪŜŜǇ ǘƘƛƴƎǎ ǎƛƳǇƭŜΣ ǘƘƻǳƎƘΣ ǿŜΩƭƭ 
extend your authorizations appropriately, enabling you to use your existing logon for VHCURES services.) 

http://gmcboard.vermont.gov/sites/gmcboard/files/REG_H-2008-01.pdf
http://gmcboard.vermont.gov/sites/gmcboard/files/REG_H-2008-01.pdf
http://www.dfr.vermont.gov/sites/default/files/REG_H-2008-01_0.pdf


 Onpoint Health Data  Ɇ  Data Submission Guide for the Vermont Health Care Uniform Reporting & Evaluation System (Version 2.1) 6 

Information included on the standard registration form includes: 

¶ Company address(es) 

¶ Number of covered lives 

¶ Adjustment-reporting methodology 

¶ Contacts for questions regarding eligibility, medical claims, pharmacy claims, and compliance 

To get started, please visit www.onpointcdm.orgΣ ŀƴŘ ŎƭƛŎƪ ǘƘŜ ϦwŜƎƛǎǘŜǊϦ ƭƛƴƪ ƛƴ ǘƘŜ ƘƻƳŜ ǇŀƎŜΩǎ ǳǇǇŜǊ 
menu (see Figure 1). 

Figure 1. hƴǇƻƛƴǘ /5aΩǎ tǳōƭƛŎ IƻƳŜ tŀƎŜ 

 

 

http://r20.rs6.net/tn.jsp?e=0018rThg2LQYV_wDFVQVpt2_dahMCePc7qnLrUbnUGGc2Z5CMCFnD0CjCOUEP7v6WWR0p0ZoYTmfueTJpzcgwstNwzfoj4wkVBbVPhIUH3kyCg=
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bŜȄǘΣ ǎƛƳǇƭȅ ǎŜƭŜŎǘ άVermontέ ŦǊƻƳ ǘƘŜ ƭƛǎǘ ƻŦ ŎƭƛŜƴǘǎ ŀƴŘ ŎƭƛŎƪ ǘƘŜ άwŜƎƛǎǘŜǊέ ōǳǘǘƻƴ όFigure 2), which 
will direct you to the online registration form.  

Figure 2. hƴǇƻƛƴǘ /5aΩǎ wŜƎƛǎǘǊŀǘƛƻƴ [ŀǳƴŎƘ tŀƎŜ 

 

 
!ŦǘŜǊ ǊŜƎƛǎǘǊŀǘƛƻƴΣ ŜŀŎƘ ƻŦ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛŘŜƴǘƛŦƛŜŘ ŎƻƴǘŀŎǘǎ ǿƛƭƭ ǊŜŎŜƛǾŜ ŀƴ ŜƳŀƛƭ with their 
assigned login and password. Each contact will receive a copy of all Onpoint CDM emails. Contacts who 
wish to receive email regarding only a subset of topics (e.g., compliance, newsletters, etc.) must send an 
email specifying their preferences to vt-support@onpointhealthdata.org to restrict their email 
distribution.

Please remember that mandatory re-registration is due each year prior to December 31 to 
ensure that the StateΩs records are kept current. Please contact the Green Mountain Care Board 
or OnpointΩs intake specialists for further details or clarification regarding registration 
requirements.  
 
 

 

mailto:vt-support@onpointhealthdata.org
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4. Getting Oriented at Onpoint CDM 

Data collection and validation for VHCURES submissions is ǇŜǊŦƻǊƳŜŘ ōȅ hƴǇƻƛƴǘΩǎ ǎǳƛǘŜ ƻŦ Řŀǘŀ 
integration and processing services, Onpoint CDM (Claims Data Manager). Onpoint CDM begins with 
submitter registration and ends with processed, standardized data. In between, it spans a series of 
coƳǇƭƛŎŀǘŜŘ ǎǘŜǇǎ ǘƘŀǘ ƛƴŎƭǳŘŜ ƳŀǇǇƛƴƎ ǎǳōƳƛǘǘŜǊǎΩ ŘŀǘŀΣ ōŜƴŎƘƳŀǊƪƛƴƎ ŘŀǘŀΣ ǾŜǘǘƛƴƎ Řŀǘŀ ŀƎŀƛƴǎǘ ŀƴ 
extensive library of data quality validations, tuning acceptance thresholds, validating intake, verifying 
quality, mapping identifiers, compiling records, and consolidating the resulting data into an accurate 
resource for follow-ƻƴ ǊŜǎŜŀǊŎƘ ŀƴŘ ƻƴƭƛƴŜ ǊŜǇƻǊǘƛƴƎΦ ¢ƘǊƻǳƎƘƻǳǘ ǘƘŜ ǇǊƻŎŜǎǎΣ hƴǇƻƛƴǘ /5aΩǎ ƻƴƭƛƴŜ 
interface τ www.onpointcdm.org τ serves as a resource for data reporters and clients alike. Onpoint 
CDM begins with payer registration and ends with processed, standardized data.  

Options at the Public Level  

Onpoint CDMΩs public zone offers quick access to publicly available reference materials, maintenance 
announcements, answers to frequently asked questions, and links to relevant state agencies and 
resources (see Figure 3).hƴǇƻƛƴǘ /5aΩǎ ǎŜŎǘƛƻƴ ŦƻǊ ±I/¦w9{ can be found here. 

 

Figure 3. Onpoint CDM Options ɂ Public Zone 

 

 

 

Links to official state regulations, important announcements regarding VHCURES, forms 
to use for administrative purposes (e.g., requesting a variance)

!ƴǎǿŜǊǎ ǘƻ ǎƻƳŜ ƻŦ ǘƘŜ ƳƻǊŜ ŎƻƳƳƻƴ ǉǳŜǎǘƛƻƴǎ ŀǎƪŜŘ ōȅ hƴǇƻƛƴǘΩǎ ǎǳōƳƛǘǘŜǊǎ ƛƴ ƻǘƘŜǊ 
states as well as advice regarding state-specific nuances of VHCURES

Links to the GMCB, state agencies, and other resources related to VHCURES

Email addresses and phone numbers to get in touch with OnpointΩs intake staff

http://www.onpointcdm.org/
http://www.onpointcdm.org/clients/vermont/index.php?id=3
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Options at the Secure Level  

Credentialed users can log in to Onpoint CDM anytime to monitor the status of their submissions, 
including up-to-date reporting on stage, status, reasons for file failure, and resubmission deadlines. 
Gaining access begins at the Onpoint CDM home page. Simply click the LOG-IN ƻǇǘƛƻƴ ŦǊƻƳ ǘƘŜ ǇŀƎŜΩǎ 
upper-right corner. Next, enter your Onpoint-assigned Logon ID and Password, select VERMONT from 
the drop-down list of clients, and click the LOG ON button (Figure 4).  

Figure 4. Onpoint CDM Options ɂ Logging in to the Secure Zone
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²ƛǘƘƛƴ hƴǇƻƛƴǘ /5aΩǎ ǎŜŎǳǊŜ ǇƻǊǘŀƭΣ ǘƘŜ ƭŜŦǘ-hand menu provides a range of options to help you 
ƳƻƴƛǘƻǊ ǎǳōƳƛǎǎƛƻƴǎ ŀƴŘ ŀŎŎŜǎǎ ǊŜǇƻǊǘǎ ǘƘŀǘ ƘŜƭǇ ŜȄǇƭŀƛƴ ƛǎǎǳŜǎ ǘƘŀǘ ǿŜΩǊŜ ǎŜŜƛƴƎ ƛƴ ȅƻǳǊ ǎǳōƳƛǘǘŜŘ 
data (see Figure 5). 

Figure 5. Onpoint CDM Options ɂ Secure Zone 

Supporting Submitters  

hƴǇƻƛƴǘΩǎ Řŀǘŀ ƛƴǘŀƪŜ ǎǘŀŦŦ ǿƛƭƭ ǿƻǊƪ ƘŀƴŘ ƛƴ ƘŀƴŘ ǿƛǘƘ ȅƻǳǊ ǘŜŎƘƴƛŎŀƭ ǎǘŀŦŦ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ŀƴŘ ƳŜŜǘ 
VermontΩǎ ŜǎǘŀōƭƛǎƘŜŘ Řŀǘŀ ƭŀȅƻǳǘǎΣ ǉǳŀƭƛǘȅ ŀƴŘ ŎƻƳǇƭŜǘŜƴŜǎǎ ǘƘǊŜǎƘƻƭŘǎΣ ŀƴŘ Řŀǘŀ ǉǳŀƭƛǘȅ ǾŀƭƛŘŀǘƛƻƴ 
proceǎǎΦ ²Ŝ ŘƻƴΩǘ ǎƛƳǇƭȅ Ŧŀƛƭ ŀ ǎǳōƳƛǎǎƛƻƴ ŀƴŘ ŀōŀƴŘƻƴ ǎǳōƳƛǘǘŜǊǎ ǘƻ ǊŜǎƻƭǾŜ ƛǎǎǳŜǎ ƻƴ ǘƘŜƛǊ ƻǿƴΤ 
instead, we will help you find the solutions that both you and the GMCB need to obtain high-quality 
data. Our ultimate goal is to arrive at a solution that is efficient and programmable for participating 
plans while not compromising the timeliness and high quality of VHCURES and its important follow-on 
analytics. 

Onpoint CDM includes automated alerts and hands-on support τ on the phone, by email, via webinar 
tools, etc. τ to help resolve any issues as soon as they arise. We tackle these issues through two key 
tools: submission tracking and status updates. 

The fastest way to get back to the Onpoint CDM (secure) landing page 

[ƛƴƪǎ ǘƻ hƴǇƻƛƴǘΩǎ ǳǎŜǊ-initiated, automated upload utility and manual 
upload tools 

A quick way to indicate that your plan has no data to report 

A catalog of reporting tools based on your established permissions 

Sample test files and other resources that have proven helpful in orienting 
(or refreshing) submitters about the specifics of their AP/5Ωǎ ǊŜǉǳƛǊŜƳŜƴǘǎ 
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Submission & Status Tracking  

Throughout the entire data flow, Onpoint CDM monitors each submission from start to finish τ and 
enables submitters to do the same. Onpoint CDM provides authorized data reporters with a series of 
ǘǊŀŎƪƛƴƎ ǘƻƻƭǎΣ ƛƴŎƭǳŘƛƴƎ ŀƴ ǳǇŘŀǘŜŘ ƭƻƎ ƻŦ ŜŀŎƘ ǎǳōƳƛǎǎƛƻƴΩǎ ǎǘŀǘǳǎΣ ŦǊŜǉǳŜƴŎȅ ǊŜǇƻǊǘǎΣ ŀƴŘ ǾŀƭƛŘŀǘƛƻƴ 
reports. 

When your submission passes all phases τ or at any failure prior to final review τ Onpoint CDM will 
send you an email alert. Submissions that fail any threshold check trigger an auto-generated failure 
notice, which is created instantly at the time of failure and refers submitters to an online report 
ŘƻŎǳƳŜƴǘƛƴƎ ǘƘŜ ŦŀƛƭǳǊŜΦ {ǳōƳƛǎǎƛƻƴǎ ǘƘŀǘ Ŧŀƛƭ ŀ Řŀǘŀ ǉǳŀƭƛǘȅ ŎƘŜŎƪ ǘǊƛƎƎŜǊ ŀ ǊŜǾƛŜǿ ōȅ hƴǇƻƛƴǘΩǎ Řŀǘŀ 
intake team, who notify the submitter, identify the data problem, provide examples of the records 
failing the check, and enumerate the necessary next steps. For more complex problems, intake staff also 
work with plans to suggest the probable cause and identify possible fixes. This process generally takes 
less than 48 hours following file processing. See Table 4 below for a summary of common stage and 
status categories. 

All failure notices alert submitters to any required resubmission and include details regarding the data 
type, data period, and due date. Resubmission due dates are tracked by Onpoint CDM, which captures 
sufficient information to identify the submitter, the submission, the date due, the date received, the 
date entered, the submission stage, the submission status, and any additional comments, allowing our 
intake staff to track and report on any needed resubmissions. 

Table 4. Data Stage & Status Categories 

Stage Status Description Typical Follow-Up Action Required 

PRELIM REJECTED File has been rejected in the preliminary stage since a preceding 
version has been extracted 

Reason for resubmission required 

PRELIM FAIL File has failed the preliminary stage for not meeting field 
requirements 

Resubmission required 

LOAD FAIL File has failed the load stage for not meeting the default 
threshold on particular fields 

Resubmission or request for a 
waiver to the threshold required 

DELETE DONE File has been replaced and deleted None 

DQ FAIL File has failed the data quality validations Resubmission required 

DQ HOLD File has some questionable data quality validations that are failing Resubmission or explanation 
required 

DQ REVIEW File has entered data quality review aŀƴǳŀƭ ǊŜǾƛŜǿ ōȅ hƴǇƻƛƴǘΩǎ ǎǘŀŦŦ 

DQ PASS File has passed the data quality validations None 

REPLACED FAIL Failed file has been replaced None 

REPLACED PASS Passed file has been replaced None 

TRANSMIT INHOUSE File has been received in house and is in the queue for processing None 
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Requesting a Variance from the State ȭs Standards 

Throughout the course of capturing VHCURES data, it may be necessary to make exceptions to the 
StateΩs mandated data thresholds τ most commonly when a payerΩs system does not collect a required 
element or has special considerations based on the population that they serve. When these situations 
arise, Onpoint CDM enables the state to authorize payer-specific overrides and variances. Approved 
variances have a built-in expiration date, requiring payers to reapply and justify any continuing 
exception on a regular basis. 
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5. Sending & Receiving Data 

Setting Up for Secure Transfers  

OnpointΩs data collection system ensures that direct member identifiers remain secure τ both at rest 
and in motion τ through the use of a federally recommended hashing algorithm. This hashing is not 
performed by Onpoint; instead, it is performed locally by health plans. Using OnpointΩs system, all fields 
ǎǇŜŎƛŦƛŜŘ ŀǎ άŜƴŎǊȅǇǘŜŘέ ƛƴ ±ŜǊƳƻƴǘΩǎ Regulation H-2008-01 are hashed upon preparation for 
submission, remain solely within the health planΩs platform, and are neither transmitted nor received by 
Onpoint.  
 
For VHCURES, Table 5 identifies the fields that will be rendered de-identified through non-reversible 
hashing prior to transmission to Onpoint. 

Table 5. VHCURES Elements to be Hashed Prior to Submission to Onpoint 

File Number Common Name 

Eligibility ME008 Subscriber Unique Identification Number (Social Security Number) 

Eligibility  ME009 Plan-Specific Contract Number 

Eligibility ME011 Member Identification Code (Social Security Number) 

Eligibility  ME101 Subscriber Last Name 

Eligibility  ME102 Subscriber First Name 

Eligibility  ME103 Subscriber Middle Initial 

Eligibility  ME104 Member Last Name 

Eligibility  ME105 Member First Name 

Eligibility  ME106 Member Middle Initial 

Medical Claims MC007 Subscriber Unique Identification Number (Social Security Number) 

Medical Claims MC008 Plan-Specific Contract Number 

Medical Claims MC010 Member Identification Code (Social Security Number) 

Medical Claims MC101 Subscriber Last Name 

Medical Claims MC102 Subscriber First Name 

Medical Claims MC103 Subscriber Middle Initial 

Medical Claims MC104 Member Last Name 

Medical Claims MC105 Member First Name 

Medical Claims MC106 Member Middle Initial 

Pharmacy Claims PC007 Subscriber Unique Identification Number (Social Security Number) 

Pharmacy Claims PC008 Plan-Specific Contract Number 

Pharmacy Claims PC010 Member Identification Code (Social Security Number) 

Pharmacy Claims PC101 Subscriber Last Name 

Pharmacy Claims PC102 Subscriber First Name 

http://gmcboard.vermont.gov/sites/gmcboard/files/REG_H-2008-01.pdf
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File Number Common Name 

Pharmacy Claims PC103 Subscriber Middle Initial 

Pharmacy Claims PC104 Member Last Name 

Pharmacy Claims PC105 Member First Name 

Pharmacy Claims PC106 Member Middle Initial 

 
 

All data submitted to Onpoint CDM are processed first by our hashing and upload applications, which 
safeguard electronic PII both at rest (within applications at the point of capture) and in motion (during 
transmission from payers to Onpoint using HTTPS and SSL protocols). These applications also provide 
preliminary validation of the data being submitted, zip the file for more efficient transmission, and 
rename the file according to normalizing conventions.  

Onpoint CDM also features success verification and viewable logs to provide reassurance to carriers and 
clients alike. Our software additionally validates the contents of submissions at a very high level, 
providing a preliminary safeguard against critical flaws.  

Files that fail any of the following checks are rejected prior to completing the hashing process: 

1. The file contains one header record and one trailer record, both of which are formatted 
correctly 

2. The correct number of fields appears in each record 

3. The number of data records matches the count in the header record 

4. The data type is valid  

5. The length and format of submitted Social Security numbers are valid 

6. 9ŀŎƘ ŦƛƭŜΩǎ ƭŀǎǘ ǊŜŎƻǊŘ ŜƭŜƳŜƴǘ όƛΦŜΦΣ ϝϝуфф τ Record Type) is populated correctly (i.e., ME for 
eligibility, MC for medical claims, PC for pharmacy claims) 

7. For eligibility data, the year and month of eligibility are within the period beginning and period 
ending values cited in the header record 

8. For claims data, the date approved for payment is within the period beginning and period 
ending values cited in the header record 

After hashing, a ZIP file is created following Onpoint CDMΩǎ naming conventions. If the user renames the 
ZIP file before submission, the submission will be rejected. An example of Onpoint CDMΩs hashing name 
convention is included below in Figure 6: 
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Figure 6. Naming Convention for Zipped, Hashed Files 

Raw file name  
supplied by the submitter VT_MEDICAL_201301.TXT 

 Ҩ 
ZIP file name  

following one-way hashing MCVTVTDPC45_201301001.ZIP 

 
 
 

Indicates the 
type of file; in 

this case, a 
medical claim 

Indicates the state for 
which the data is being 
submitted; in this case 

Vermont 

Indicates the 
administrative code 

assigned to the 
submitter by Onpoint 

Indicates the first year and 
month for which data is being 
submitted, using a format of 

YYYYMM; in this case, January 
2013 

Indicates 
the number 

of load 
attempts 

for this file 

Ҩ Ҩ Ҩ Ҩ Ҩ 

MC VT VTDPC45 201301 001 

 
 
Providing hashing software that is run by all submitters ensures that all identifiers are hashed 
consistently and without exception. Since this hashing is done at the carrierΩs site, the carrier can verify 
easily that all PII processed by the hashing software have been removed and replaced with an 
unrecognizable, hashed 128-character field. 
 
The time from receipt of the data by Onpoint CDM to notification of success or failure (due to quality 
checks) depends on a number of variables, including system load, file size, data type. Submissions of 
fewer than one million records generally will be processed within one to two hours. The average 
processing time for a six-million record medical file is six hours. In general, submitters should expect an 
email regarding their submission within 24 hours of receipt. 
 
Upon receipt, data submissions are unzipped and inspected for quality and compliance with submission 
requirements. Onpoint CDM includes complex and customizable programming that fine-tunes data 
quality edits and thresholds to ensure that collected data meets ±ŜǊƳƻƴǘΩǎ research needs. Onpoint 
staff will continue to work with the Green Mountain Care Board to set these thresholds and then with 
reporters to make sure that they can meet them. Onpoint CDM currently employs a library of more than 
500 distinct data quality edits that vet submissions for anomalies and errors before they can make their 
way into the data warehouse.  

Step 1: Verifying the Presence of Java Runtime Environment (JRE)  

!ƭƭ ƻŦ hƴǇƻƛƴǘ /5aΩǎ ƘŀǎƘƛƴƎ ŀƴŘ ǳǇƭƻŀŘ ǳǘƛƭƛǘƛŜǎ ŜƳǇƭƻȅ ŀ WŀǾŀ ²Ŝō {ǘŀǊt application that assists in the 
execution of the SHA-512 hashing algorithm necessary to de-identify any personally identifiable 
information (PII) on incoming submissions. Before you can use any of our submission tools, you will need 
ǘƻ ǾŜǊƛŦȅ ǘƘŀǘ ȅƻǳǊ ǎȅǎǘŜƳ Ƙŀǎ hǊŀŎƭŜΩǎ WŀǾŀ wǳƴǘƛƳŜ 9ƴǾƛǊƻƴƳŜƴǘ όWw9ύ ǇǊƻǇŜǊƭȅ ƛƴǎǘŀƭƭŜŘΦ  
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Perhaps the easiest way to do this is to install the AutoUploader (see below) and try to submit a test file. 
If you have JRE installed, the application will first prepare the Java environment on your computer and 
then install. Two notes about this process: 

1. If you have Java installed, but are questioning whether it is JRE, Oracle notes that Java Runtime 
Environment goes by many names, including Java Runtime, Runtime, Java Virtual Machine, 
Virtual Machine, Java VM, Java plug-in, Java add-on, and Java download. 

2. It may appear that the installer is done, but nothing happens; do not be alarmed. This step 
ǎƻƳŜǘƛƳŜǎ ǘŀƪŜǎ ŀ ŦŜǿ ƳƛƴǳǘŜǎΦ LŦ ǘƘƛǎ ƘŀǇǇŜƴǎΣ ŎƘŜŎƪ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ ǘŀǎƪ ōŀǊ ǘƻ ǎŜŜ ƛŦ ŀ ²Ŝō 
Start button has appeared and if a Java warning message is there. Clicking YES at this point will 
allow you to proceed with hashing, but you will receive the same prompt each time you run the 
hashing software. Clicking NO will not install the hashing software. By clicking ALWAYS, you will 
be able to proceed with hashing and will not be prompted again. 

If you are prompted to choose an application to launch the hashing application, you most likely do not 
ƘŀǾŜ Ww9 ƛƴǎǘŀƭƭŜŘΦ Lƴ ǘƘŀǘ ŎŀǎŜΣ ǇƭŜŀǎŜ Ǿƛǎƛǘ hǊŀŎƭŜΩǎ ǿŜōǎƛǘŜ ǘƻ ŘƻǿƴƭƻŀŘ ǘƘŜ ƭŀǘŜǎǘ ǾŜǊǎƛƻƴ ƘŜǊŜΥ 
http://java.com/en/download/index.jsp.  

Step 2: Choosing Your Upload Option  

Onpoint offers carriers two options for securely submitting their data τ AutoUploader and a web-based 
utility that requires manual operation. Both options utilize our one-way hashing algorithms to eliminate 
the possibility of ePII re-identification or recovery. 

¢ƘŜ ǘƻƻƭ Ƴƻǎǘ ǇǊŜŦŜǊǊŜŘ ōȅ ƻǳǊ ǎǳōƳƛǘǘŜǊǎ ƛǎ hƴǇƻƛƴǘ /5aΩǎ !ǳǘƻ¦ǇƭƻŀŘŜǊΦ ¢ƘŜ !ǳǘƻ¦ǇƭƻŀŘŜǊ ǿƻǊƪǎ ōȅ 
accepting unencrypted text files from a designated local directory and moving them through a series of 
queues that hash, zip, and upload them. Key features include: 

¶ Easy installation. The utility, which is compatible with Windows, Linux, and UNIX, is distributed 
as an executable file that runs as a self-contained console/desktop application. 

¶ Robust scope. Any number of files for any number of clients may be queued as long as the data 
requires hashing prior to submission.  

¶ Customizable configuration. The AutoUploader allows each user to tailor their alerts for 
efficient usage.  

¶ Durable sessions. {ƛƴŎŜ ǘƘŜ ǳǘƛƭƛǘȅ Ǌǳƴǎ ŜƴǘƛǊŜƭȅ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ƴŜǘǿƻǊƪΣ ǘƘŜǊŜ ƛǎ ƴƻ ƭƻƎƛƴ ŀƴŘ ƴƻ 
session expiration to disrupt uploads midstream.  

¶ Viewable logs. The application provides a log viewer, allowing users to see key details and track 
the status of their submissions.  

¶ Secure uploads. ¦ǎŜǊǎΩ ƻǊƛƎƛƴŀƭ ŦƛƭŜǎ ŀǊŜ ƴŜǾŜǊ ǎŜŜƴ ōȅ hƴǇƻƛƴǘΤ ƻƴƭȅ ƘŀǎƘŜŘ ŎƻƴǘŜƴǘǎ ŀǊŜ 
viewable after being uploaded to Onpoint CDM.  

http://java.com/en/download/index.jsp
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Upload Option 1: AutoUploader  

To get started with AutoUploader, log in to Onpoint CDM and select the AutoUploader link from the 
ǇŀƎŜΩǎ ƭŜŦǘ ƳŜƴǳ όǎŜŜ Figure 7). Also be sure to download the latest instructions using the on-page link. 

Figure 7. Onpoint CDM (Secure) ɂ AutoUploader Page 
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Upload Option 2: Manual Hashing & Uploading  

Onpoint highly recommends the use of our AutoUploader, but for those more comfortable using our 
manual web-based hashing and upload utility, this is the place to start. Start by selecting the Manual 
Hashing & Upload opǘƛƻƴ ŦǊƻƳ ǘƘŜ ǎŎǊŜŜƴΩǎ ƭŜŦǘ ƳŜƴǳ όǎŜŜ Figure 8). 

Figure 8. Onpoint CDM (Secure) ɂ Manual Hashing & Upload Page 
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Upload Option 2 (Part 1): Manually Hash Your Data 

1. All data uploaded to Onpoint must undergo screening and hashing to prevent PII from being 
transmitted to the APCD. To begin, click the LAUNCH HASHING button ǳƴŘŜǊ ǘƘŜ ǇŀƎŜΩǎ {ǘŜǇ м 
narrative. 

2. Doing so will download a file τ ENCRYPTER.JNLP τ to your computer, which is designed to 
launch automatically. (If it does not launch due to local settings, please open your downloads 
folder and double-click the file to launch.) 

3. In the hashing application, you will be required to select a target file to be screened and hashed. 
To do so, click the SELECT FILE TO BE HASHED button. (Note that the manual upload utility 
allows the selection of only a single file at a time; for expedited and batch processing, please use 
the AutoUploader.) 
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4. In the pop-up dialog box, locate the file within your local system, then click OPEN. You can verify 
the selected file by checking the path name to the right of the button.  

 

5. Next, identify the desired location for the output file by clicking the SELECT OUTPUT DIRECTORY 
and designating the desired location on your local system. This selection also can be verified by 
checking the path to the right of the button. 
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6. After verifying both the target file and the output location, click the HASH FILE button. The 
application will process the file, display its progress, and output two files: (1) a compressed ZIP 
file that contains your hashed data for submission and (2) a non-zipped copy of the TXT file for 
rapid verification of successful hashing. 

 

 

 

7. After this step, return to your web browser to begin the upload process.  
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Upload Option 2 (Part 2): Manually Uploading Your File 

1. The next step of the manual process requires you to designate whether you plan to upload a 
single file or multiple files instead. Do so by clicking the appropriate button under Step 2.  
(The following directions will discuss uploading a single file; skip to the next section  
if uploading multiple files.) 
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2. After clicking the UPLOAD A SINGLE FILE button, designate the type of file τ production or test 
τ that you plan to upload. ({ƛƴŎŜ Ƴƻǎǘ ǇŀȅŜǊǎ ƘŀǾŜ ŜƴǘŜǊŜŘ ǇǊƻŘǳŎǘƛƻƴ ǿƛǘƘ hƴǇƻƛƴǘΩǎ ǎȅǎǘŜƳΣ 
the default selection is a production file. If in the testing phase, simply use the drop-down 
option to change the file type.) 

 

3. Next, click the BROWSE button to locate the file within your local system that you plan to 
upload. Do so by using the FILE UPLOAD pop-up dialog box and clicking OPEN. 

 
























































































